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Abstract— Security world within the enterprises are continuously changing due to the evolving attacks and threats faced by them. Cyber 
threats and security breaches are the biggest issue which cannot be ignored. In the recent years, many organizations have faced severe 
attacks due to the new developed technologies. Previously, data was stored at only one location and protection of such data is easier. 
Nowadays, when data is stored over the cloud, it becomes difficult to ensure the confidentiality, availability and integrity of the enterprise 
data and information. Thus, organizations are taking a step forward for preventing their information from leakage and considering the 
security architectures as solution. This paper has shown the need of Enterprise security, the existing enterprise security architectures and 
the upcoming trends in the area of enterprise security. 

Index Terms— Enterprise Information Security; Security; Enterprise Security Architecture, Information Security, Cyber Threats, Cyber 
Security, Enterprise Security Threats 
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Enterprises are struggling nowadays to achieve the balance 
between implementing the security controls in the enterprise 
while allowing the employees to increase the productivity and 
communicate the information easily.  Enterprise security is not 
only about protecting the infrastructure of the enterprise, but 
also the sensitive data flowing among the organization. Securi-
ty of enterprise is done in generic manner by applying three 
ways [1, 2]: 

� Prevention – This involves preventing the networks 
from intruders by avoiding security Breaches. This is 
normally done by implementation of firewalls. 

� Detection – This process focuses on the detection of 
the attacks and the breaches that are done over the 
network.  

� Recovery – Once attack occurs, recovery is essential 
for preventing the information asset of the enterprise 
that may damage due to the attack. For this, some 
recovery mechanisms are being employed by the en-
terprises. 

Till date, most of the researches and works have been done 
in the area of prevention and detection of the attacks. 

2 MOTIVES BEHIND ENTERPRISE SECURITY  

Enterprise security is getting difficult primarily due to follow-
ing reasons- 

A. Increasing threats- Enterprise organizations are conti-
nuously attacked by newer cyber threats with the aim of 
stealing the confidential information. Cyber criminals, 
hackers are growing in a large number. It has been re-
ported that in recent years, malwares are worse than pre-
vious attacks. Further, crime is getting more sophisticated 
these days. All these factors need to be managed. 

B. Technology Complexity – Security experts are dealing 
with threats as well as maintaining the change with effect 
of the new technologies like cloud computing, mobile 
computing, Internet of things and virtualization. These 
new technologies are creating gap within the system 
which need to be addressed. 

C. Legacy security procedures and techniques: From the 
past, many security techniques have been used in the en-
terprises starting from firewalls, Intrusion Detection Sys-
tem/ Intrusion Prevention System (IDS/IPS), to host secu-
rity software (i.e., antivirus software), and to security 
monitoring and compliance tools (i.e., SIEM, log man-
agement, etc.). These procedures are incapable of dealing 
with the multidimensional threats.  

 

All these factors led to the design and development of specia-
lized enterprise security techniques and enterprise security 
architectures. 

3 MOTIVES BEHIND ENTERPRISE SECURITY  

There exist multiple security standards for securing and pro-
tecting the assets of the enterprises. Some organizations use 
the published security standards while other implemented 
their own security architecture depending on their require-
ment. There is no single uniform standard that can be applied 
to all enterprises. By incorporating the recommended policies 
and programs, effective and consistent security architecture 
can be developed. 
A computer-implemented method (patent) comprises the fol-
lowing steps for the assessment of security of data in an enter-
prise [3]. 

 
Fig. 1 Steps in a computer-implemented method [3] 

Basic security architecture works on the four major things, 
Security Policies, Security Domains, Trust Levels and the net-
work [4]. At every level of the enterprise, these four elements 
work together to build up the structured security architecture. 
The elements of the enterprise security architecture aid in the 
understanding of the enterprise security issues and isolate the 
vulnerabilities. The enterprise security program must address 
all of the infrastructure elements in order to provide true pro-
tection of information assets. Failure to address even one ele-
ment of the enterprise security infrastructure leaves large 
holes in protection and results in little security improvement. 
Every organization must be consistent with the security pro-
grams that they are planning for implementation. In many 
small organizations, security architecture is inherent in the 
enterprise security process. The problem with this is that 
many security processes and resources are duplicated when 
the security department reviews similar projects. The enter-
prise security architecture must ensure confidentiality, integri-
ty, and availability throughout the enterprise and align with 
the corporate business objectives [5].  
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The objective of the security architecture is to keep away all 
the illegitimate users and to give timely access of resources to 
only authentic users. The essential property of architecture is 
that it must be able to bear the attack if it occurs in any condi-
tion. 
Security assessment of an enterprise needs to be customized 
according to the security parameters of the organizations. And 
the investigation and analysis involved can be quite costly and 
time-consuming. Thus by using a common framework an or-
ganization can determine the security and privacy of the data. 
Enterprises follow the enterprise architecture frameworks for 
developing their own security architecture. A generic frame-
work has been given which is accepted as conceptual security 
architecture framework [6]. 
 

 
Fig.2 Generic Framework – Huxham Security Framework [7] 

 
There are four methodologies which are mostly used at this 
time [7]: 

1. The Zachman Framework for Enterprise Architec-
tures—a framework and taxonomy. 

2. The Open Group Architectural Framework (TO-
GAF)—a framework and a process. 

3. The Federal Enterprise Architecture—an architecture 
and a methodology for creating architecture. 

4. The Gartner Methodology—an architectural basis. 
 
The most advanced enterprise-architecture methodologies like 
Zachman, The Open Group Architectural Framework TOGAF, 
The Federal Enterprise Architecture FEA, Gartner are very 
different in their methods. The utility of the particular archi-
tecture is decided by the security policies and requirements of 
the organization. 
12 points of criteria are given for comparison of the four me-
thodologies, these are shown below [8] –  

 
Fig.3 Comparison of methodologies with ratings [8] 
 
It has been shown that none of the enterprise-architecture me-
thodologies is really complete. Each has its strengths and 
weaknesses. For many enterprises, the above methodologies 
do not serve the purpose. Some blended new methodology 
should be found for such enterprises. 

4 TRENDS IN ENTERPRISE SECURITY 

Due to the incorporation of cloud and mobile applications, the 
security needed by the enterprise has been increased at a wid-
er level. The attacks are changing day by day and so this ne-
cessitates more secure information environment. Thus these 
trends suggest that further improvement is needed in the se-
curity architectures of the enterprises. The key trends that are 
becoming popular for enterprise security are [9, 10, 11]- 
 

� Unencrypted data  

The unencrypted data is the major problem due to 
which data leakage happens in the organization. Thus, 
application of encrypted techniques should be incorpo-
rated in the security architectures for preventing the da-
ta leakage.  

� DDoS (Distributed Denial of Service Attack) 

The level of DDoS attack is getting bigger and sophisti-
cated, so this is another concern that enterprise need to 
be focused on. According to recent BT research, 59 per-
cent of companies felt that the sophistication of DDoS 
threats is increasing, with 40 percent of organizations 
saying they lacked an effective DDoS response plan. 

� Managed Security Services 

Managed security services are becoming popular which 
can be adopted by small as well as medium scale or-
ganizations. 

� Single platforms for security 

The need is to have a complete security solution for all 
kinds of organization. In coming years, it is expected 
that a single security platform will serve the purpose 
for all. 
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� Increased Customer expectations  

With the multiple kinds of threats, the customers are al-
so demanding real time security control systems. As 
most of the technologies are customizing according the 
real-time, thus using generalize controls are no longer 
an efficient process.  

� Data collection and processing 

Data need to be collected from the security systems as 
well as the enterprise databases so as to identify the 
correlation among the data. The collected data need to 
be analyzed for threat detection. It is also necessary to 
identify important data and sensitive data which can be 
kept private or public. An enterprise needs a highly 
adaptive cybersecurity infrastructure that is capable of 
quickly adding and correlating new data in combina-
tion with existing information.  

� Malware analytics 

 Malware analysis had been done by several years but 
they are sometimes ineffective against specific attacks. 
Enterprises need static and dynamic malware analysis 
tools that are able to open and execute files to search for 
malicious behavior. In addition to the malware detec-
tion, their behavior can also be determined before ex-
ploit and after exploit. 

� Intelligent algorithms 

Security analytics tools must offer features like machine 
learning algorithms for better anomaly detection. Supe-
rior security analytics tools will provide nested algo-
rithms that sequence multiple behavioral anomalies to-
gether before issuing an alert. 

4. CONCLUSION 
Enterprises are continuously developing and testing newer 
security policies and security architectures for protecting their 
data. Many organizations have developed their own security 
architecture. Still, the enterprises are dealing with the newer 
threats and are modifying their security policies day by day. 
This poses the need of the holistic security framework which 
can dynamically address the protection of data by considering 
all kinds of enterprise security issues including real-time at-
tacks. 
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